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! “Indonesia: North Korea Offers to Sell Submarines, Radar,” Jakarta Tempo Interaktif, January 27, 2005, in FBIS
SEP20050128000034.

2 “Indonesia: North Korea Offers to Sell Submarines, Radar,” Jakarta Tempo Interaktif, January 27, 2005, in FBIS
SEP20050128000034.

® «U.S. Indicates Readiness to Resume Military Ties with Indonesia,” Xinhua News Agency, January 17, 2005, in
Lexis-Nexis, <http://www.lexis-nexis.com>.
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“S. Korea Launches Strategic Item Export Screening Database,” Asia Pulse, February 17, 2005 in Lexis-Nexis,
<http://www.lexis-nexis.com>.
“S. Korea Launches Strategic Item Export Screening Database,” Asia Pulse, February 17, 2005 in Lexis-Nexis,
<http://www.lexis-nexis.com>.
® Lee Kyong U, “Chollyakmulcha “such’ulip sis ut’em’kaet’ong” (Strategic Goods Export System Launched),
ETNews, February 18, 2005, <http://www.etnews.co.kr>.
Kang Hui Chong, “Chollyakmulcha onlain ch’ek’u such’ulipkwalli sis ut’em kaet’ong” (Strategic Goods Export
Control Online System Launched), Digital Times, February 18, 2005,
<http://www.dt.co.kr>.
“DPRK, ROK Anticipate Benefits, Obstacles to Kaesong Industrial ZoneMultimedia,” FBIS Report, February 24,
2004, in FBIS KPP20040224000111; South Korea Ministry of Unification, “Kaesonggongdan saopch’ujin
hyonhwang” (The Current Status of Efforts to Promote the Kaesong Industrial Complex), December 31, 2004.
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° Lee Young-jong, “Gaeseong Prompts Tech Transfer Worry,” Joongang Ilbo, August 5, 2004,

<http://joongangdaily.joins.com>; “ROK Daily: U.S. Concerned Kaesong Project May Feed N.K. Military,”

Chosun Ilbo, December 17, 2004, in FBIS KPP20041216000120.

“S Korean Cos Check Strategic Goods Status in Transfer to N.Korea,” Asia Pulse. February 4, 2004, in
Lexis-Nexis, <http://www.lexis-nexis.com>.

Interview with United Nations Military Armistice Commission official, December 2004.

Bryon MacWilliams, “Russian Security Arrests Institute Head for Spying,” Nature, Vol. 433, No. 789, February
24, 2005, <http://www.nature.com>.

Gulchachak Khannanova, “Akademika otchislili iz shpionov” (Academic Removed from List of Spies),
Kommersant, March 3, 2005; in Integrum Techno, <http://www.integrum.com>.

“Ufimskomu fiziku predyavleny obvineniya po chetyrem statyam” (Ufa Physicist Charged with Violating Four
Articles), Gazeta.ru, March 2, 2005; in Integrum Techno, <http://www.integrum.com>.

Gulchachak Khannanova, “Akademika otchislili iz shpionov” (Academic Removed from List of Spies),
Kommersant, March 3, 2005, in Integrum Techno, <http://www.integrum.com>.
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Gulchachak Khannanova, “Akademika otchislili iz shpionov” (Academic Removed from List of Spies),
Kommersant, March 3, 2005, in Integrum Techno, <http://www.integrum.com>; Fazil Kashayev, “Sharoballony
massovogo porazheniya” (Metal Spheres of Mass Destruction), Gazeta.ru, March 2, 2005, in Integrum Techno,
<http://www.integrum.com>.

Gulchachak Khannanova, “Akademika otchislili iz shpionov” (Academic Removed from List of Spies),
Kommersant, March 3, 2005, in Integrum Techno, <http://www.integrum.com>; Gulchachak Khannanova,
Natalya Pavlova, “Na akademika katyat shar-ballon” (They are Throwing a Metal Sphere at an Academic),
Kommersant, February 21, 2005, in Integrum Techno, <http://www.integrum.com>.

“AAAS: ‘Release Russian Scientist Dr Kaibyshev’,” Network for Education and Academic Rights website,
<http://www.nearinternational.org>.

“Ufimskomu fiziku predyavleny obvineniya po chetyrem statyam” (Ufa Physicist Charged with Violating Four
Articles), Gazeta.ru, March 2, 2005, in Integrum Techno, <http://www.integrum.com>; “World Renowned
Russian Scientist Under Investigation by FSB For Allegedly Divulging ‘State Secrets’,” Press Release, FuturePast
Incorporated website, February 16, 2005, <http://www.futurepast.com/kaib20050216.pdf>.

Fazil Kashayev, “Sharoballony massovogo porazheniya” (Metal Spheres of Mass Destruction) , Gazeta.ru, March
2, 2005, in Integrum Techno, <http://www.integrum.com>.

Fazil Kashayev, “Sharoballony massovogo porazheniya” (Metal Spheres of Mass Destruction) , Gazeta.ru, March
2, 2005, in Integrum Techno, <http://www.integrum.com>.

Fazil Kashayev, “Sharoballony massovogo porazheniya” (Metal Spheres of Mass Destruction) , Gazeta.ru, March
2, 2005, in Integrum Techno, <http://www.integrum.com>.
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2 Gulchachak Khannanova, Natalya Pavlova, “Na akademika katyat shar-ballon” (They are Throwing a Metal Sphere at
an Academic), Kommersant, February 21, 2005, in Integrum Techno, <http://www.integrum.com>.

2% During the manufacturing process, producers use fine etching technology to place chips upon silicon or another
semiconductor material. These so-called wafers are then cut to meet the customer’s preference for size and
processing power. However, the chips on the edge of these wafers cannot be used in final products and are
scrapped. Consequently, expanding the wafer size and creating finer etching technology increases the
cost-effectiveness--more chips can be added to a wafer and performance per a square inch of the wafer; Dan
Nystedt, “China SMIC Sees Strong China Chip Market Through 2008,” The Wall Street Journal Online,
December 8, 2004, <http://online.wsj.com>.
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Peter Clarke, Mark LaPedus, Brian Fuller, “TSMC Takes Pass on Taiwan-China Event,” EE Times, December 9,
2004, <http://www.eetimes.com/article/showAtrticle.jhtml?articleld=55300637>.
Michael Chase, Kevin L. Pollpeter, James C. Mulvenon, “Shanghaied? The Economic and Political Implications
of the Flow of Information Technology and Investment across the Taiwan Strait,” RAND National Defense
Research Institute, July 2004, <http://www.rand.org/pubs/technical_reports/2005/RAND_TR133.sum.pdf>.
SMIC agreed to settle with TSMC over the incident. Under the settlement’s terms, SMIC will pay TSMC US$175
million in exchange for TSMC dropping its legal action. “SMIC Reaches Settlement with TSM,” Semiconductor
Manufacturing International Corporation Press Release, Shanghali, January 30, 2005, <http://www.smics.com>.
% «“TSMC Signs Accord for First China Plant of Local Chipmaker,” The Taipei Times, August 30, 2002, p. 1.
% U.S. General Accounting Office, “Export Controls: Rapid Advances in China’s Semiconductor Industry
Underscore Need for Fundamental U.S. Policy Review,” April 2002,
<http://www.gao.gov/new.items/d02620.pdf>.
U.S. General Accounting Office, “Export Controls: Rapid Advances in China’s Semiconductor Industry
Underscore Need for Fundamental U.S. Policy Review,” April 2002,
<http://www.gao.gov/new.items/d02620.pdf>.
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%! peter Clarke, Mark LaPedus, Brian Fuller, “TSMC Takes Pass on Taiwan-China Event,” EE Times, December 9,
2004, <http://www.eetimes.com/article/showArticle.jhtml?articleld=55300637>.

32 One hundred and thirty nanometer etching allows a greater number of chips to be placed onto a wafer, expanding
the wafers overall capability relative to its size. Shrinking the size of chips is primarily to reduce costs. For
military use, chips generally do not need to be smaller than 300 nanometers. U.S. General Accounting Office,
“Export Controls: Rapid Advances in China’s Semiconductor Industry Underscore Need for Fundamental U.S.
Policy Review,” April 2002, <http://www.gao.gov/new.items/d02620.pdf>.

33 Mark LaPedus, “Intel’s Barrett Cries Foul over Export Controls in China,” Silicon Strategies, November 4, 2004,
<http://www_siliconstrategies.com/showArticle.jhtml?articlelD=51202676>.

% David Rose, Director of Export/Import/Infosec Affairs for Intel, “U.S. Taiwan Business Council Conference:
Dual-Use Export Controls and China,” U.S. Taiwan Business Council Conference, San Jose, September 2003.

% Prerna Uppal, “India Could Be Exporting Missiles,” January 12, 2005, Express India (online edition),
<http://www.expressindia.com/fullstory.php?newsid=40692>; “India May Export Missiles, Official Says,” Global
Security Newswire, January 18, 2005, Nuclear Threat Initiative website, <http://www.nti.org>.
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% Shyam Bhatia, “India to Discuss F16, Terrorism with Rice,” Bangalore Deccan Herald, March 16, 2005, in FBIS
SAP20050316000048.

% The participating countries from ASEAN were Brunei Darussalam, Cambodia, Indonesia, Laos, Malaysia, the
Philippines, Singapore, Thailand, and Vietham. Myanmar was unable to attend due to “domestic circumstances.”
“Dai Nikai Ajia Fukakusan Kyougi” (Second Asian Senior-Level Talks on Nonproliferation), Japanese Ministry
of Foreign Affairs, February 10, 2005, <http://www.mofa.go.jp>.
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John Bolton, “Stopping the Spread of Weapons of Mass Destruction in the Asian-Pacific Region: The Role of the
Proliferation Security Initiative,” Speech at the Tokyo American Center, Tokyo, Japan, October 27, 2004,
<http://usinfo.state.gov/eap/Archive/2004/Oct/29-875974.htmI>.

“Dai Nikai Ajia Fukakusan Kyougi,” (Second Asian Senior-Level Talks on Nonproliferation), Japanese Ministry
of Foreign Affairs, February 10, 2005, <http://www.mofa.go.jp>.

“The Second Asian Senior-Level Talks on Non-Proliferation (ASTOP),” Foreign Ministry of Japan website,
February 3, 2005, <http://www.mofa.go.jp/policy/un/disarmament/arms/astop/talk0502.htmI>.

“The Second Asian Senior-Level Talks on Non-Proliferation (ASTOP),” Foreign Ministry of Japan website,

February 3, 2005, <http://www.mofa.go.jp/policy/un/disarmament/arms/astop/talk0502.html>.

“Fourteen Asian-Pacific Countries, Including Japan and ASEAN Members, on Wednesday Agreed on the Need to
Help Developing Nations Prevent the Spread of Equipment and Materials Related to Nuclear Weapons ,” Jiji
Press Ticker Service, February 9, 2005, in Lexis-Nexis, <http://www.lexis-nexis.com>.
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“Japan Eyes Changes to Convention to Allow WMD Searches at Sea,” Asia Pulse, January 27, 2005, in
Lexis-Nexis, <http://www.lexis-nexis.com>.

“Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation, 1988,”
International Maritime Organization Website, <http://www.imo.org/Conventions>.
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“SUA Convention,” CNS Inventory of International Nonproliferation Organizations & Regimes,
<http://cns.miis.edu/pubs/inven/pdfs/maritime.pdf>.

# «CCS Clears Rs. 742-CR Scheme to Boost Maritime Security,” Indian Express, January 29, 2005.

%0 «Coast Guards [sic] Starts Constructing a Series of Stations,” The Press Trust of India, January 31, 2005, in
Lexis-Nexis, <http://www.lexis-nexis.com>; “Indian Coast Guard Welcomes Setting Up of New Coastal Police,”
Hindustan Times, January 31, 2005.

“Guarding Against Shipments of WMDs,” Indian Express, January 31, 2005.
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“Meet Focuses on Maritime Security,” The Hindu, 19 December 19, 2004; C. Jaishankar, “Smuggling of
Explosives to Sri Lanka Still On,” The Hindu, October 12, 2004.
“US-Backed Proposal on WMDs Needs to be ‘Examined’: Pranab,” The Press Trust of India , January 29, 2005.
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% “Tajwan Man Arrested for Selling Missile Components to Libya,” Hong Kong AFP, February 25, 2005, in FBIS
CPP20050225000097; “Man Held over Missile Deal,” Taipei Times, February 26, 2005,
<http://www.taipeitimes.com>.

57 U.S. Export-Import Bank, “$5 Billion Preliminary Commitment Approved by Ex-Im Bank for Proposed U.S.-Built
Nuclear Power Plants in Mainland China,” Press Release, February 18, 2005, <http://www.exim.gov>; Adam
Entous, “White House Sees Little Risk in China Nuclear Deal,” Reuters, March 15, 2005,
<http://www.reuters.com>.

% “NRC Issues Licenses Allowing Westinghouse to Export Nuclear Reactor,” Financial Times, February 25, 2005 in
Lexis-Nexis, <http://www.lexis-nexis.com>; “Foreign Firms Compete to Design, Build Nuclear Reactors in
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% «gingapore Port First in the Region to Use Radiation Detection System,” Channel News Asia, March 10, 2005, in
Lexis-Nexis, <http://www.lexis-nexis.com>; Koh Gui Qing, “U.S. Installing Nuclear Detectors in Singapore
Port,” Reuters, March 10, 2005, <http://www.reuters.com>.

% John Bolton, “Coordinating Allied Approaches to China,” Remarks at event cosponsored by the Tokyo American
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61 Richard T. Cupitt & Morgan Flo, “Export Control in Taiwan (ROC),” Center for International Trade and Security,
<http://www.uga.edu/cits/documents/html/nat_eval_taiwan.htm>.

82 “Introduction to Export Control Regulatory Work,” Website of the Ministry of Economic Affairs, ROC (Taiwan),
Board of Foreign Trade, 2002, <http://wwwdoc.trade.gov.tw/BOFT>.
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%8 Yun Chao, Ministry of Economic Affairs, Board of Foreign Trade (BOFT), e-mail correspondence with author, on
February 23, 2005.

8 «Introduction to Export Control Regulatory Work,” Website of the Ministry of Economic Affairs, ROC (Taiwan), Board
of Foreign Trade, 2002, <http://wwwdoc.trade.gov.tw/BOFT>.

7 The Foreign Trade Act promulgated on February 5, 1993, <http:/wwwdoc.trade.gov.tw/BOFT>.

™ Richard T. Cupitt & Morgan Flo, “Export Control in Taiwan (ROC),” Center for International Trade and Security,
<http://www.uga.edu/cits/documents/html/nat_eval_taiwan.htm>.

72 Yun Chao, Ministry of Economic Affairs, Board of Foreign Trade (BOFT), e-mail correspondence with author, on
February 23, 2005.

78 «zaidalu dichu cong shi touzi huo jishu hezuo xuke banfa” (Statute on Investment and Technology Cooperation in
Mainland China), Website of the Ministry of Economic Affairs, Board of Foreign Trade,
<http://twbusiness.nat.gov.tw/claw6.asp>.
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™ As part of its export and technology oriented industrial policy, the Taiwanese government established several
special technology parks and Export Processing Zones throughout Taiwan. Companies within these special zones
receive preferential treatment such as tax breaks and expedient process clearance.

75 «2003 Taiwan Commercial Guide,” US & Foreign Commercial Service, <http://www.buyusa.gov>.
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76 Average export volume per licenses was calculated using statistics provided by Taiwan’s Board of Foreign Trade.

Richard T. Cupitt & Morgan Flo, “Export Control in Taiwan (ROC),” Center for International Trade and Security,
<http://www.uga.edu/cits/documents/html/nat_eval_taiwan.htm>.

Yun Chao, Ministry of Economic Affairs, Board of Foreign Trade (BOFT), e-mail correspondence with author, on
February 23, 2005.

“Imposition of Nonproliferation Measures Against Nine Foreign Entities, Including a Ban on U.S. Government
Procurement, and Removal of Penalties From One Entity,” Federal Register, Vol. 70, No. 1, January 3, 2005, pg.
133.

“Taiwan Military Tech Firm Executives ‘Cooperative’ in Illegal PRC Sale Probe,” The China Post, June 7, 2004,
in FBIS CPP20040607000185.

“Task Force Formed to Check Leaks of High-Technology Secrets: Official,” Central News Agency (Taiwan),
March 13, 2002.
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82 «“Task Force Formed to Check Leaks of High-Technology Secrets: Official,” Central News Agency (Taiwan),

March 13, 2002.
Michael Chase, Kevin L. Pollpeter, James C. Mulvenon, “Shanghaied? The Economic and Political Implications
of the Flow of Information Technology and Investment across the Taiwan Strait,” RAND National Defense
Research Institute, July 2004, <http://www.rand.org/pubs/technical_reports/2005/RAND_TR133.sum.pdf>.
Ko Shu-ling. “Sensitive Technologies’ Bill Goes before Cabinet,” Taipei Times, September 25, 2002.
“Deemed exports” are transfers of knowledge or “know-how” to foreign nationals.
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8 «“Top Scientist Speaks Against Regulations Limiting Cross-Straight Employment,” Taipei Times, April 23, 2002.
8 Interview with Legislative Yuan Member Lin Chih-Lung (#k &%), by Mark Wuebbels, Taipei, Taiwan, July 14,
2004.
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8 «Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,

<http://www.sobor.org.ua/vr/dep020205_2.htm>.

“Protocol to the Treaty Between the United States of America and the Union of Soviet Socialist Republics on the
Reduction and Limitation of Strategic Arms,” in NIS Nuclear and Missile Database, Nuclear Threat Initiative
website, <http://www.nti.org/db/nisprofs/fulltext/treaties/start1/s1lis.htm>.

“Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,
<http://www.sobor.org.ua/vr/dep020205_2.htm>.

“Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,
<http://www.sobor.org.ua/vr/dep020205_2.htm>.

“Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,
<http://www.sobor.org.ua/vr/dep020205_2.htm>. Pavel Felgenhauer, “Great Weapons for Rogues,” Moscow

89

90

91

92

Asian Export Control Observer 23 Issue 6, February/March 2005



ofg} YAjo} w9 g 7] A 7]19dQ] Z=ufolA| Yl (Rosvooruzheniye) ol A =
A 9z P o83t 319 EES $-Adtolut 25545 (Ukraine's State Export Control
Service) o HFE P oH, wu &71E wokth o TR E 2000 49 FEHOE HALAS 9
Agpolvel|A] Faro R e FH|E SIIth? b Aol AEE EAelE sl shEe] gAlo}
o] & FEo =z Jh= Ao® gr|Ee o, AAR nAldE Fxor SEHHIIL! d =24
2| ZAAFEE =xQ] W of| (V. | Malyev) = A7) 3 9o]n maldoe] Fxoz b=

S Adtel o8 &ar ATk ZEaefx Als B7EE s} 604 DElE Wokth 7|2 R0 913
g 7 3AE wls AL Bl (Technocality) AHS A A, F-ohd|=Eol $x]3F AEH 2]

ot QlE| A W= (Central European International Bank) = S8l 2122 Alel]l o3k &8 A

29

olgon £48 MAY 6% vE eovt Sejo] Wlow, Bl KAEAGE v 209
gejo] wulEo] HAwTAEAE ol tiFe] gL AZEs A9 2 elgt /9]
el A5 g AF A9 Ak ol gal tF oAt ol FolArh EF ojguke] A ]
oo ]

AR el gk AMuja7E ko] glo] f-Akolut HE7Erh 001~2003d el A A o

20041 109 $-ZElolu} okr e AU AvtREE (Shmarov )& L33 -2 A=Ay
2E Aol n|3}t 113y de] e ¥, vty du) 2 7)ek By

ate] Fabel]l FgEioivh. @A IE Ay RS 1Y He
Derkach) 7} ©o]22 2w = (lhor Smeshko) & x| AT 2003 7FSo|AoF QR o]
Kh-555 Aloete] &3} o] Egote] B o= dufeh AbS X3¢ B9 F715ES 2A
at7] ARk F=ggch®

S

YA} 7 A YA e Al R FE T KhSs ALY FEE FYAREFIAY
(FE A7l 600 20/ E Y& gjAle) S FeF7) 75 (START) | 7% S ur=r

=]
-7 -7
55 1m]A)o) S FAE] W njAp 2 Hof FEA 7} 3000 22 1] E o] . Kh-559) Kh-555M
2002 ES] GHEE S 7 IEFE ZoFH YTk K55 B ML HAE ApE
/o] g}, Kh-555M &/ #] &) & o] Kh-5559/ %]

g e &

SHJAE Ggie] SAE o) F, B} P2z RE KA FH7] LG B F
g AE FoE, Pl B9 BAE Kn-22 HAFLT Khbs HApee] o
AT By FE0] o) FolHi G v HEHE BuHY, Kn559 24y Hred

~~

Times, February 15, 2005, <http://www.themoscowtimes.com>.

“Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,
<http://www.sobor.org.ua/vr/dep020205_2.htm>.

“Utechka informatsii iz Apellyatsionnogo suda Kieva: rakety iz Ukrainy okazalis v Kitaye i Irane!” (Leaked
information from Kiev’s Appellate Court: Missiles from Ukraine turn out to be in China and Iran!), Obozrevatel
(Kiev), February 3, 2005, in Integrum Techno, <http://www.integrum.com>.

“Deputatskiy zapit” [Deputy’s Request], Sobor website, February 2, 2005,
<http://www.sobor.org.ua/vr/dep020205_2.htm>.

“Russian Heavy-Bomber Delivered Missiles,” NIS Nuclear and Missile Database, Nuclear Threat Initiative
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website, <http://www.nti.org/db/nisprofs/russia/weapons/bombers/bombers.htm>.

" Renae Merle, “DirecTV Fined Over Subsidiary’s Export Violations,” Washington Post, February 2, 2005,
<http://www.washingtonpost.com>.

% Giovanna Cinelli, “First State Department Enforcement Action of 2005: In the Matter of: The DirecTV Group Inc.
and Hughes Network Systems, Inc.,” Views, Law Firm of Patton Boggs LLP February 18, 2005,
<http://www.pattonboggs.com/Views/releases/2005_02_18_state_dept_action.htm>.

% Giovanna Cinelli, “First State Department Enforcement Action of 2005: In the Matter of: The DirecTV Group Inc.
and Hughes Network Systems, Inc.,” Views, Law Firm of Patton Boggs LLP February 18, 2005,
<http://www.pattonboggs.com/Views/releases/2005_02_18_state_dept_action.htm>.
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